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Cybercrime continues to grow

Every 11 seconds

a company will likely become a victim

1 . .
of a cyber attack. $386 mllllOn
Average total cost of a data breach in
20203
$6 trillion

expected total cost of damages during 2021.1

A further increase

in cybercrime is highly likely in the near future.?
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Average amount of time to identify and

contain a security breach?



Traditional resilience
sol uti ons
from cyber attacks

donot

protect

You have

You need

Replication

Data is being replicated
continuously but logical errors are
also replicated instantaneously

Scheduled point in time
copies stored in an isolated,
secure location

Error detection

Immediate detection of system
and application outages

Regular data analytics on point
in time copies to validate
data consistency

Recovery points

Single recovery point that may be
compromised

Multiple recovery points

Isolation

All systems, storage and tape
pools participate in the same
logical system structure

Air gapped systems and storage so
that logical errors and malicious
intruders cannot propagate

Recovery scope

Continuous availability and
disaster recovery

Forensic, surgical or catastrophic
recovery capabilities




IBM FlashSystem

Resilient Primary Storage

2-site and 3-site High-availability

replication Zero RTO
Short RTO
T ;
On-prem, on cloud 100% data
or hybrid availability guarantee

SVC enhanced
high-availability
Zero RTO

Multi-platform support

IBM, Pure, HPE, Dell-EMC,
Net App, 500+

Immutable copy

Air-gap

ot hers &

Encryption

FIPS 140-2



RPO & RTO

Copy Separation:

Create a structure of data separation
across multiple layers and services
including;

A Copy Services

A Backup Services

A Separation of security controls

Data Resilience inc. Cyber Resilience

Cold Data Vault with Air Gap
WORM Data Archives (Tape) r\l Immutability & Access Isolation

|\(3| Create a structure of data immutability at
multiple layers and services including;

NENR Data Archives (Object / Disk Storage)
A Logical / physical isolation (Air Gap)
/\D A Non-erasable / Non-rewritable Storage
Data Backups (Local & Isolated) O \/ A Cold Storage / Object Storage
A Data Vaults

A Isolated Infrastructure
Policy Governed Application Aware

Snapshots i Local on immutable
(NENR/WORM) storage

Cyber Resilience
Requires short, and long term, retention
capability;
A High snapshot frequency & fastest
restore for short to medium term retention

Policy Governed Primary Storage based Immutable Snapshots
Safeguarded Copy

A RPO policy governed snapshot

- frequency for medium to long tefm
Data Accessibility Temperature retention and fast restore




What is Safeqguarded Copy?

Safeguarded Copy Is a virtual
air gap mechanism that uses
FlashCopy functionality to take
Immutable copies, aiding in the
recovery from ransomware or

Il nt er nal Nbad a
seek to destroy data




Introducing Safeguarded
Copy

Immutable point-in-time copies of
production data

Isolated logical air-gap offline by design

Separate privileges for admins of
production data and Safeguarded
backups

Up to Fast restore
15000 from primary storage

iImmutable point-in-
time copies of data

Prevents modification

or deletion of sensitive
point-in-time copies due
to user error, malicious
destruction, or
ransomware attack

il
J0 040



IBM FlashSystem Safeguarded Copy

Delivering three essential cyber resiliency features

Separation of duties

-
- _J

Additional security capabilities to
prevent non-privileged users
from compromising production
data




Security Admin

Administrator

Restricted
Administrator

Copy Operator




IBM FlashSystem Safeguarded Copy

Separation of duties




Automatically created
and deleted based on

Protected Copies

[ defined
Parent Pool a preadertine
Volume safeguarded backup schedule
group location
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Protected copies of production volumes
Thinly-provisioned point-in-time
Built on existing FlashCopy snapshot technology

Can quickly be restored to online volumes for
recovery



IBM Copy Services Manager
Creation, deletion, and restore
automation

Coordinate and catalog copies across systems
Dual authentication control option to make changes

Connects via SSH
and uses CLI as

Administrator user '

HU 10 10

IBM Spectrum Virtualize automatically creates
copies based on a defined schedule

CSM automates restore from a safeguarded copy to
a new volume, or to the previous source volume

IBM Spectrum Virtualize software automatically
deletes expired backups

No external APIs for copy deletion

IBM Copy Services Manager software provides
scheduled creation of backups and helps with
recovery

Licensed with IBM Spectrum Control, IBM Virtual
Storage Center, IBM Spectrum Storage Suite

Available separately as IBM Copy Manager for
IBM Spectrum Virtualize

Can use spare DS8000 CSM license capacity



Safeguarded Copy - Use Cases

Validation

A Regular analytics on the copy to provide early detection of a problem or reassurance that the
copy is a good copy prior to further action

Forensic

A Use a copy of the production system to investigate the problem and determine if recovery action
IS necessary

Surgical
A Extract data from the copy and logically restore back to the production environment
Catastrophic

A Recover the entire environment back to the point in time of the copy as this is the only recovery
option

Offline Backup

A Performing an offline backup of data from a consistent point-in-time copy can be used to build a
second line of defense, providing a greater retention period and increased isolation and security



Who is this solution for? Anyone is concerned!

A Hospitals ! (Many are IBM clients already using Spectrum Virtualize (for Power IBM i WISH application) :

« Cyberattague a la Clinigue SaintLuc de Bouge: un millier de consultations annulées »

« Attagque informatigue au Chwapi »

« Les hopitaux bruxellois font| 6 o e cykherattagues »

A But many other sectors too :

« Asco Industries piraté, toutes les entreprises menacées par la cybercriminalité ? »

A In fact, every single company is concerned :

A In Q2, a Belgian health insurance invested 1M in IBM FlashSystem and IBM Tape Libraries to have a
true air gap after a security audit

A In Q3, in a RFP, a Belgian Bank was seeking information to have frequent « secured Golden Copies »

A Collaborate with the IBM Security team ! (See next slide)


https://www.rtbf.be/info/regions/namur/detail_cyberattaque-a-la-clinique-saint-luc-de-bouge-un-millier-de-consultations-annulees-ce-lundi?id=10857609
https://www.rtbf.be/info/regions/hainaut/detail_le-chwapi-victime-d-une-attaque-informatique-en-pleine-pandemie?id=10676223
https://bx1.be/dossiers/dossiers-redaction/les-hopitaux-bruxellois-font-lobjet-de-cyberattaques/
https://www.rtbf.be/info/economie/detail_asco-industries-pirate-toutes-les-entreprises-menacees-par-la-cybercriminalite?id=10244246

Threat Detection and Data
Resilience with
IBM Security QRadar SIEM

IBM QRadar analyzes event data in real time
for early detection of attacks and data
breaches.

Proactively safeguard your data
Real-time alerting on potential threats

Auto trigger Safeguarded Copy based on
threats
Login attempt from unusual IP address
Login attempt outside business hours
Multiple failed login events

A Live demo of IBM Storage and IBM Security
recovering from a Ransomware attack
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https://mediacenter.ibm.com/media/A+Live+demo+of+IBM+Storage+and+IBM+Security+recovering+from+a+Ransomware+attack/1_yapa8o6y

2021 IBM | Marketplace Survey Results

2021 1BM i Marketplace Survey Results

Perhaps the most consistent data point in the IBM | Marketplace Survey Results is the ongoing security threat. Over the past five years, security has been the main

concern for people planning their IT environment, and this year was no different, with 75% saying this was their number one concern. Such is the constant threat posed
by cybercriminals, security Is perhaps destined to continue as the main concern for our respondents

The next biggest concerns were high availability/disaster recovery, modernizing applications, and IBM i skills, respectively. The latter is especially worrying since it means
there are fewer people with the know-how to address the other concerns. Organizations offering early retirement in 2020 because of COVID-19 cost-saving measures
could have exacerbated this problem even further.

Additional concerns with significant year-over-year changes included reduced IT spending, which increased seven points to 35%. This was almost certainly caused by
COVID-19 budget restrictions. Another concern impacted by the pandemic was migrating applications to the cloud, which fell eight points to just 17%. People have put
many specialty projects on hold due to COVID-19, and cloud is likely one of those projects.

What are your top 5 concerns as you plan your IT environment?

75%

L

Security High Modernizing IBMi Data Reduce Analytics/ Mobile Compliance  Migrating Capacity Enterprise Al
availability/ applications skills growth ITspending  business access and applications  planning systems (Artificial
disaster intelligence regulations  to the cloud management Intelligence)
recovery tools and SLA
management



https://www.helpsystems.com/resources/guides/ibm-i-marketplace-survey-results

In a nutshell

There is not a single company that is not worried about Cyber Resiliency and
how to protect themselves from Ransomware attacks !

IBM FlashSystem SafeGuarded Copy is a simple solution, easy to implement
and use (setup in 10min)

We already have 4+ years of expertise with Safeguarded Copies on DS8xxx
Available through a classical software upgrade (8.4.2 Technical Update)
You only need :

A a FlashCopy license (included in most (recent) systems), and

A Copy Services Manager (already included in IBM Spectrum Control, VSC and
Spectrum Storage Suite or via new CM4SV offering)

A And of course, extra storage capacity ! J



Spectrum Virtualize Safeguarded Copy Considerations

Capacity Planning/Performance Considerations

A Additional Space required for Safeguarded Copy depends on three factors:
I Volume capacity (number of volumes and size)
I Data change rate

I Number of daily snapshots

Consider not using Safeguarded Copy for everything

I Use it strategically for what needs to be protected

Consider the performance and system overhead considerations of extensive numbers of
FlashCopies !



Safeguarded Copy 1T What are clients doing for Backup Interval

Frequency & Backup Retention Period?

SGC Backup Interval Frequency

Low
Frequency N
Less common * Most common (especially for larger clients) Some customers Very few customers
\ J \ J\ J \ J
| 1 | 1
127 24 hours 47 6 hours 17 2 hours 107 30 minutes
per backup per backup per backup per backup
SGC Backup Retention Period

Long

Retention

Customers Generally, only
Rare and for needing at least a when constrained
lower activity week that can and doing high
environments afford capacity * Most common frequency backups
\ J \ J \ J \
I 1 I I
> 14 day 771 14 day 27 5day 1 day
retention retention retention retention

High
Frequency

Short
Retention



|BM TEChﬂO'qu Zone DemOS A Live demo of IBM Storage and IBM Security

recovering from a Ransomware attack

IBM Technology Zone My library ~ FAQ Help

Resources and collections

Storage Live Demos Collection

Visibility IBMers, Business Partners

Build. Show. Share. ****ﬁ (6) Rate this resource c% Q? s ®

Hybrid MultiCloud and FlashSystems Storage for Red Hat Openshift Storage for Data and Al Data Resiliency Tape and Spectrum Archive

]

Business value

Here are the “See it! Learn it!” tutorials and “Do it!” IBM Storage Platinum Live Demo assets for IBM Storage for Data Resiliency.

IBM's SafeGuarded Copy (SGC) on FlashSystem Arrays, using Spectrum Virtualize (12 min video) :
https://mediacenter.ibm.com/media/IBM%27s+SafeGuarded+Copy++%28SGC%29+on+FlashSystem+Arrays%2C+using+Spectrum+Virtualize/1 vcf6edqgs

Catalog Scheduled Demo:
Cyberresiliency Scenario: how to face a cyber-attack with IBM Spectrum Virtualize 8.4.2 and SafeGuarded Copy :

https://techzone.ibm.com/collection/storage-live-demos-collection#tab-4























































